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Local Caldicott and/or Information Governance Application Form
You must address the Caldicott Principles and Information Governance and Security requirements when submitting this application for the use of 
NHS Lothian patient or staff identifiable (or potentially identifiable) information
SECTION A:  GENERAL INFORMATION

	1. Title of the Study/Project/programme/Work package:

	

	Please indicate the type of study/project/programme/work package you are undertaking (please tick all that apply):

	Research
	
	Audit
	
	Service Evaluation 
	
	Quality Improvement
	
	Needs Assessment
	

	If other, please provide further details: e.g. datalinkage, open data for reproducibility/data archiving.


	R&D No:
	IRAS No:
	Sponsor No:
	Caldicott No:

	
	
	
	


	2. Name of Organisation accessing or receiving identifiable data:

	


	3. Please provide a briefly description of aims, objectives and methods for the study/project/ programme/work package for which identifiable data is required:

	


	4. Please indicate use of any of the following at any stage in the project:

	Access to:
	Storage of personal identifiable data or linked anonymised data on:

	· health records (paper)
	
	· NHS computers
	

	· health records (electronic)
	
	· University computers
	

	· images e.g., ,X-rays, MRI or CT 
	
	· Home or other personal computers
	

	· tissue (biological tissue or samples)
	
	· Private company computer
	

	Use of:
	· Laptop computer (or any other mobile device)
	

	· audio or video recording devices
	
	· Cloud computer/server
	

	· wearable devices
	
	
	

	· patients own devices (e.g. phones)
	
	Other:

	· USB / flash drive or portable hard drives 
	
	Sharing identifiable data with other organisations
	

	· Safe Haven analytic platform (i.e. secure area)
	
	Publication of data 
	

	· Web/internet based portal (e.g. eCRF, sFTP) or enabled database (e.g. REDCap)
	
	Data leaving the UK
	


	5. Consent – what will the patient/participants consent to?

Please describe the consent sought in relation to collection, handling, storage and transfer of identifiable data (set out in section 6) and whether this consent is explicit. 

Please note, explicit consent is required for CHI to leave the NHS, for identifiable data to leave the European Economic Area (EEA) and for video or audio recording where potentially identifiable data is captured (e.g. voice, face or identifiable features).

Please attach a copy of the Participant Information Sheet (PIS) and Informed Consent Form (ICF) to this application.

If consent is not sought, please provide the justification for this.

	


	6. What patient/participant identifiable information are you looking to use?

Combination of variables in what is thought to be anonymised data (e.g. date of birth, data of admission, treating hospital, area of residence) increase the risk of an individual being identified from that data. Please request only the minimum details required to meet the purpose of the study.

CHI (Community Health Index) is a unique personal identifier made up of data of birth, gender, and other information. Wherever possible the CHI should remain within the NHS. If required, consideration should be given to replacing the CHI with a study identifier and retaining the CHI within the NHS.

Audio recordings of voices are considered potentially identifiable even where names of individuals are not stated. Video recordings involving patients/participants may also be potentially identifiable. The capture and handling of this information must be considered within this application.  

Images/scans may contain embedded identifiable data or identifiable features.  Appropriate measures need to be undertaken to minimise the risk of identification.

Please indicate all potentially identifying items that you are requesting. Please state why each data item is required (Caldicott Principle 3)

	Data Item
	Required
Please tick
	Reason Required

	CHI Number
	
	

	Forename
	
	

	Surname
	
	

	Initials
	
	

	Age
	
	

	Date of Birth
	
	

	Gender
	
	

	Address
	
	

	Postcode
	
	

	Other, please specify 

(e.g. audio recording of voice, video or photographs, images, personal emails)
	


	Are there any other data items requested?

 (i.e. Items in combination with other information may increase the risk of disclosure. If in doubt please contact the NHS Lothian R&D department)

	Data items
	Reason Required

	
	

	
	

	
	

	
	


SECTION B:  CALDICOTT PRINCIPLES
You must address the Caldicott Principles (see Appendix 1)
	7. Outline Purpose(s) for which confidential information is to be used (Principle 1) and why patient/participant identifiable Information is required. (Principle 2):
The need for patients/participants to be identified should be considered at each stage of satisfying the purpose(s). Identifiable data should not be used unless there is no alternative.

	

	Contacting Patients/Participants 

If you intend to make contact with patients/participants identified through the processing of this data please indicate how this will be done and how you will ensure it is appropriate to contact them.  

It is recommended that contact is made by, or through, correspondence signed by the patient’s GP/Health Care Team or Services.

	

	Data Linkage 

If you intend to undertake data linkage to other health datasets please describe what data is to be linked and where this linkage will be undertaken. 
Please ensure the location for this linkage is covered in section 12.

	


	8. Outline access to information  (Principle 4):

Only those individuals who need access to identifiable information should have access to it, and they should only have access to the information items that they need to see. 

Please describe how, where and by whom this information will be accessed.

	


	9. Outline action taken to ensure that everyone with access to the data is aware of their data protection and confidentiality responsibilities (Principle 5): 
Please provide detail (what and when) of Information Governance (IG) and Confidentiality training undertaken by those who will have access to identifiable information.

e.g. NHS IG training needs to be up to date and/or safe researcher training,  MRC online Research, GDPR and Confidentiality


	


	10. Outline how your organisation’s legal requirements for the use of the data will be met? (Principle 6): 
Every use of identifiable information must be lawful. Someone in each organisation should be responsible for ensuring that the organisation complies with legal requirements.  
Who within your organisation has responsibility for compliance with legal requirements?

	

	Statutory and Regulatory Context 

Please set which legal basis you will use to process personal data, under Article 6(1) of GDPR. 
See appendix 1 section 3  (** indicates the most commonly used ones for health and social care data)

	 

	Please set out which legal basis you will use to process special category data, under Article 9(2) of GDPR. (NB health data is considered special category data)
See appendix 1 section 4 (** indicates the most commonly used ones for health and social care data)

	


SECTION C:  DATA SECURITY
You must address the Information Governance and Security requirements
If you have more than one source or set of data and these are handled differently, please label these (e.g. A - audio recording, B - CRF data, C - images etc.) and label you answers accordingly. 
	11. Data Transfer

Please give details of What, How and to Where the required information will be transferred (e.g. encrypted USB drive, password protected file, secure file transfer, NHS email attachment, paper sent by recorded delivery etc.) 

Please specify if data is to be transferred outside of the UK or outside of the EEA (e.g. US). If data is leaving the UK please provide details on the safeguards in place to ensure equivalent data security and privacy protection is in place.

	


	12. Safe guards

This section allows you to describe the measures in place to protect the data.



	For paper records:



	Physical Location (Institution, Department, Room )

	

	How will the data be stored and protected from unauthorised access? 

	

	How will the identity of individuals be protected? 

(Please describe if, and how, the information will be anonymised or pseudonymised)

	


	For electronic data -  hosted within a Safe Haven (secure area such as analytic platform)


	What data is stored in the safe haven?

	

	Which Safe Haven and how is this managed?

	

	For electronic data  - NOT hosted within a Safe Haven:



	Physical Location (Institution, Department, Room)

	

	How will data be stored and protected from unauthorised access? 

	

	What devices will the data be held on? 
(Please include all devices e.g. desktop, laptop, network storage, memory stick, portable hard drive, audio or video recorders etc.):

	

	What encryption method/standards will be used to protect the data? 

(All portable devices used to store or transfer potentially identifiable data must be encrypted to at least the minimum standard of AES256)

	

	What format(s) of data will be used? 

(e.g. spreadsheet, database, etc.)

	

	How will the identity of individuals be protected? 

(Please describe if and how the information will be anonymised or pseudonymised)

	


	13. Data Retention and destruction

Your response should address:

How long you intend to retain the information that you will rely on for your study
How you will archive data securely at the end of your study?
How you will dispose of the information? 
Compliance with Records Management Code of Practice 
For clinical trials, data cannot be destroyed without sponsor approval and retention will be in accordance with the protocol.

	


	14. Person Responsible for the released data and Declaration:

(Principal Investigator or person responsible for local activity)



	Name: 

Position: 

Organisation: 

Email: 

Telephone: 
	Address:



	Declaration: I agree to abide by the Caldicott Principles, NHS Lothian eHealth Security Policy. I confirm that the study will comply with the legal requirements and the responsibilities and obligations to respect patient/participant confidentiality.

Signature:
Date: 


	Counter-signature of Supervisor/Principal Investigator

(For applications from students or junior doctors)



	Name: 

Position: 

Organisation: 

Email: 
Telephone: 
	Address: 

	I DECLARE THAT (the responsible person named above) is a bona fide worker engaged in a reputable project and that the data he/she asks for can be entrusted to him/her in the knowledge that he/she will conscientiously discharge his/her obligations, including in regard to confidentiality of the data, as stated in the declaration above.

Signature: 
Date:


Once the application has been completed and signed please email or send it to:

ACCORD@nhslothian.scot.nhs.uk
ACCORD

Queen’s Medical Research Institute 

47 Little France Cresent

Edinburgh, EH16 4TJ

0131 242 3332

APPENDIX 1:  Caldicott Principles, Data Protections Principles and Lawful Bases for processing personal and special category data
	1. Caldicott Principles

	1. Justify the purpose(s)
Every single proposed use or transfer of patient identifiable information within or from an organization should be clearly defined and scrutinized, with continuing uses regularly reviewed, by an appropriate guardian.

	2. Don't use patient identifiable information unless it is necessary
Patient identifiable information items should not be included unless it is essential for the specified purpose(s) of that flow. The need for patients to be identified should be considered at each stage of satisfying the purpose(s).

	3. Use the minimum necessary patient-identifiable information
Where use of patient identifiable information is considered to be essential, the inclusion of each individual item of information should be considered and justified so that the minimum amount of identifiable information is transferred or accessible as is necessary for a given function to be carried out.

	4. Access to patient identifiable information should be on a strict need-to-know basis
Only those individuals who need access to patient identifiable information should have access to it, and they should only have access to the information items that they need to see. This may mean introducing access controls or splitting information flows where one information flow is used for several purposes.

	5. Everyone with access to patient identifiable information should be aware of their responsibilities
Action should be taken to ensure that those handling patient identifiable information - both clinical and non-clinical staff - are made fully aware of their responsibilities and obligations to respect patient confidentiality.

	6. Understand and comply with the law
Every use of patient identifiable information must be lawful. Someone in each organization handling patient information should be responsible for ensuring that the organization complies with legal requirements.

	7. The duty to share information can be as important as the duty to protect patient confidentiality
Health and social care professionals should have the confidence to share information in the best interests of their patients within the framework set out by these principles. They should be supported by the policies of their employers, regulators and professional bodies.


	2. Data Protection Principles

	1. Processed lawfully, fairly and in a transparent manner in relation to individuals.

	2. Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

	3. Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.

	4. Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay.

	5. Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and

	6. Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures


	3. Data Protection – Lawful basis for processing personal data (Article 6.1)

	6(1)(a)    
	Consent: the individual has given clear consent for the data controller to process their personal data for a specific purpose.

	6(1)(b)    
	Contract: the processing is necessary for a contract between the data controller and with the individual, or because they have asked the data controller to take specific steps before entering into a contract.

	6(1)(c)**    
	Legal obligation: the processing is necessary for the data controller to comply with the law (not including contractual obligations).   

(i.e. necessary for compliance with a legal obligation to which the controller is subject.)

	6(1)(d)    
	Vital interests: the processing is necessary to protect someone’s life.

	6(1)(e)**  
	Public task: the processing is necessary for the data controller to perform a task in the public interest or for their official functions, and the task or function has a clear basis in law.

(i.e. processing is necessary for the performance of a task carried out in the public interest)

	6(1)(f)    
	Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. 

NB: This cannot apply if you are a public body processing data to perform your official tasks.

	The law specifically says that further processing by the data controller for the following purposes are considered to be compatible lawful processing operations:

· Archiving purposes in the public interest;

· Scientific research purposes; and

· Statistical purposes.


	4. Data Protection – Legal basis for processing special category data: (Article 9.2)

	9(2)(a)
	The data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject.

	9(2)(b)
	Processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law in so far as it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the interests of the data subject.

	9(2)(c)
	Processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent.

	9(2)(d)
	Processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects.

	9(2)(e)
	Processing relates to personal data which are manifestly made public by the data subject.

	9(2)(f)
	Processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity.

	9(2)(g)
	Processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

	9(2)(h)**
	Processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3.

	9(2)(i)**
	Processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy.

	9(2)(j)**
	Processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.
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