	USE OF PORTABLE MEDIA CHECKLIST

	Short Title:
	

	R&D Number:
	
	               Sponsor:
	


	
	
	
	Further Details (if required)

	1. Is the use justified?
	The use of portable media for data storage or recording of audio, video or photographic images must be justified for the study.
	 Yes   No   
	

	2. Is the use consented?
	Recording of audio, video or photographic images must be consented.

Where the consent and/or information are inadequate – can this be rectified?

If not, a full Caldicott application is required.
Permission must always be obtained from patients or staff before recordings of audio, video or photographs are made. Information must be provided on how the recordings or images will be handled.
· Specific consent statements included and signed by each patient or staff member, including children where appropriate

· Consent/PIL clearly describe how and where the recording will be handled, transferred and stored, and for how long they will be retained

· Where verbal consent is obtained for the recording a further mechanism is in place to obtaining written consent or confirmation of consent from the participant (e.g. consent form completed by researcher at time of verbal consent is sent to the individual for confirmation and information)

· If data is to be transferred to a 3rd party for transcription or processing this is specified within the consent/PIL
	 Yes   No   
	

	3. Suitable safeguards for encryption of data?
	· Portable device must be encrypted to the recommended minimum encryption standard is AES256 standard or equivalent

· *Where the device is not encrypted to the required standard or is unencrypted device then NHS Lothian Caldicott Guardian approval which details a risk assessment must be obtained.
· If a portable device is required NHS Lothian staff should where possible use NHS issued encrypted portable devices. Researchers from other organisation who are not able to obtain NHS Lothian devices will need to provide details of the level of encryption of the device to be used.  Non-NHS Lothian devices must not be plug into NHS machines.

	 Yes No   
	

	4. Suitable safeguards for secure transfer of data?
	Arrangements should allow the data to be transferred to a more secure media in a timely fashion.

	 Yes No   
	

	5. Suitable safeguards for storage of data?
	Arrangements for temporary storage considered appropriate.

	 Yes  No   
	

	6. Suitable safeguards for reducing the identifiability of the data, recordings or images?
	Measures to be in place to reduce the identifiably of the data including;

· De-identified or pseudonymised data wherever possible. 

· Minimise the collection of personal information during video and audio records (e.g. not using individual's names) 

· Redaction or obstruction of identifiable features within photographs should be used wherever possible. (Specific guidance should be sought on this)


	 Yes No   
	

	7. Data processing agreement in place?
	Specify if not applicable as Site Agreement or other study documents in place.

It must be clear who will have access to the portable device and is it for the purpose set out in the study and are appropriate security arrangements in place to prevent unauthorised access?
If 3rd party transcription or processing is to be undertaken – is a data processing agreement in place between the organisations commissioning the activity (i.e. Researchers organisation or NHSL) and the 3rd party?
For sponsored researcher study the sponsor is responsible for ensuring appropriate agreements are in place between the Research organisation and service.  NHS Lothian may ask to see a copy of the data processing agreement with the 3rd party company.
	 Yes No   
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